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ABSTRACT

In this project, a secure semi-fragile watermarking technique based on integer wavelet
transform with a choice of two watermarks has been proposed. A random watermark is
generated by using a secret key and then embedded in the least four significant bits.
The semi-fragility makes the scheme tolerant against JPEG lossy compression with the
quality factor as low as 70% and locates the tempered area accurately. The
computational complexity is reduced by using a parameterized integer wavelet
transform. Experimental results show that the proposed scheme guarantees the safety
of a watermark, recovery of image and localization of tampered area.
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Chapter 1

INTRODUCTION

In modern society, which relies heavily on digitized information, the multimedia
contents may easily be copied, manipulated and distributed this gives rise to the
challenging task of protecting digital content, especially for content owners and
distributors. Instead of some other tools like cryptography, watermarking based
authentication is more advantageous and has gained much attention in recent times.
The ease, by which digital multimedia data can be manipulated, has always raised
many concerns about the reliability of their content. Digital data authentication is thus
one of the most important and investigated security applications in this regard.
Authentication of the image is the act of establishing or confirming that the image is
credible. Imperceptibility, fragility and efficient computation are the basic
requirements for authentication. In this project, we strive for imperceptibility, efficient
computation and also both the fragility and robustness i.e. semi-fragility.
Cryptographic tools like MD4, MD5 and SHA are also available to authenticate the
images but it cannot survive any legitimate transformation like compression and
format change etc and also is unable to localize the tampered area. Due to these
limitations, the interest in the alternative of the cryptography, which is authentication,
has rapidly increased [2].

Previous techniques [8] do not clarify how and where the image is tampered but only
identify that the image is tampered or not. Friedman et al [9-10] propose the digital
camera in which the signature is embedded in each image and that signature is used to
identify the camera that produced the image. Hua et al [13], on the other hand, have
proposed a new fragile watermarking technique, which is based on the Gaussian
mixture model in the different wavelet scales. In [14], the performance of the semi-
fragile authentication watermarking is improved. The authors extend the JPEG DCT
based watermarking technique to the integer wavelet transform (IWT) domain so that
it could be compatible with JPEG2000 compression. Their objective is to improve the



performance tradeoff between the alteration detection sensitivity and the false alarm
rate and apply them to authenticating JPEG2000 images.

The present work exploits the advantages of both the techniques [2, 3] with some
modifications enabling our proposed method of acquiring both authentication and
recovery based attributes. Consequently, our approach is based on a comprehensive
technique employing two watermarks [1], an image digest and a binary image. The
image digest is computed through a properly modified version of JPEG coding,
operating at very high compression ratio on the original image [2]. Thus, image digest
Is a compressed version of the image itself that helps in obtaining an estimate of the
original contents. The modification is introduced in the digest to make it insensitive to
global, innocuous manipulations. The second watermark, the binary signature is
processed with a private key to ensure security [3]. Embedding binary image can help
in accurately detecting manipulations made in the image, but it cannot ensure recovery
of an estimated image. Similarly embedding image digest can retrieve the estimated
image but leaves the users to judge the authenticity by themselves.



Chapter 2

LITERATURE SURVEY

Significant numbers of robust watermarking algorithms are proposed, which are aimed
to protect copyrights [19,31]. In [17,23-27,32,33,34,37,40], the authors use DCT
based perceptually tuned robust watermarking to protect digital images. However, it is
difficult for these approaches to detect a variety of distortions including malicious
attacks, rather the main aim of these approaches is to resist the attacks. Therefore
fragile watermarking algorithms have been proposed, which are sensitive to
distortions. In this regard, the tamper assessment function is used to check the integrity
of images [29]. DCT, vector gquantization, quantization index modulation, and image
structure based watermarking approaches are also proposed to prevent tampering and
make the content secure [30,35,36,38,41,42]. These approaches are able to detect the
distortions but they may fail against incidental manipulations like JPEG compression.
Semi-fragile watermarking techniques [18,20,28] have thus been proposed which are
tolerant towards incidental manipulation, but sensitive to malicious attacks. Recently
besides authentication, some researchers have proposed watermarking techniques that
are also able to perform image recovery. For example, the altered areas of the image
are recovered in [21,22] using vector quantization technique. The discrete wavelet
transform (DWT) technique has been utilized in [31] to extract image information
from the low-frequency coefficients and is hidden in the mid-frequency components
for tamper detection and recovery. In [39], fractal image compression and
watermarking schemes are combined to accomplish image authentication as well as
recovery. In [16], a hierarchical watermarking based approach is used whereby, the
image can be recovered elegantly but the authenticity of the system is weak as it
authenticates/localizes the content blockwise.

Similarly, in [15], a multiple-watermarking approach is used to accurately authenticate
the image and recover it by using the self-recovery technique, but at the cost of
imperceptibility. The embedding of the first watermark, which is generated with a
secret key, is weak. The attacker can easily modify the significant bits leaving five
LSBs intact. The wavelet subbands LL1 (approximation subband at level 1), HH2 and
VV2 (detailed subbands at level 2) are secured by using the second watermark. The
second watermark is being secured by using keys k1 and k2. But subbands other than
LL1, HH2 and VV?2 are not protected. The attacker is free to modify these areas to
alter the watermarked image without being detected. Therefore, as regards the security
aspects of the scheme proposed in [15], it is hard for the attacker to successfully
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substitute the concerned subbands with another image. However, manipulations to
degrade the quality of the watermarked image are possible. Very recently, security
consideration is designated as one of the most important aspects of the watermarking
system.

PROBLEM STATEMENT

The motivation for taking up “Image Watermarking” as the topic for this project was
to make images on web prone to illegal duplication of images without the consent of
the owner. Watermarking was proposed to resolve this so that a watermark is hidden in
the image as a token of ownership. But the intelligent attacker performed various
attacks on the image to destroy the watermark without harming the image much. This
motivated us to think on the lines to propose a robust algorithm which resists various
attacks like JPEG Compression, Addition of Noise and Cropping attack. On further
researching, we decided to work on DCT-based watermarking schemes. We found that
there was a scope of improvement in these schemes. However, before that, we needed
to bring certain facts about the image’s response to various attacks after doing minor
changes in the image. These will be discussed in detail in later chapters.

The goal of this project is to analyze the performance of colour channel for DCT-based
watermarking scheme and to propose a robust algorithm, which resists various attacks
like JPEG Compression, Addition of Noise and cropping attack.
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Chapter 3

PROPOSED METHOD

WATERMARK GENERATION

The scheme is based on the embedding of two watermarks. We proceed for the
watermarks generation in the following section.

BINARY IMAGE PREPROCESSING:

A binary signature (Binary Image) which is used for accurate authenticity of the cover
image is preprocessed before being embedded. Let W be a binary signature of size
MxN, then

W =w(, j) (1I<i<M,1<jJ<N) @

where w(i, ) € {0’1}

and Rand is a pseudo-random matrix of the same size generated by a secret key.
Rand =R (i, j) (1<i<M,1<j<N) (2

where R J)e {0'1}

We adopt formula (3) to get the ultimate watermark W":
WY =W @ Rand ()

where @ denotes the exclusive OR.

4.1. EMBEDDING

Both the watermarks have been computed and now both are ready to be embedded into
the original image with the following steps:

1. Given an NxN image, after applying a 1-level IWT, the horizontal subband
HL1 and wvertical subband LH1 are further decomposed while the
approximation subband LL1 is two times decomposed to get LL3. Embedding
areas HL2, LH2 and LL3 are highlighted in Figure 1.

2. We use the following formula [6] to embed the watermark in the LL3 subband
coefficients. Let LFB (a) denote the five least significant bits of a, while
LFB(a,b) represents the substitution of b for the five least significant bits of a.



The two choices ‘11000’and ’01000°representing ’1’and’0’ respectively, are
selected from the distance diagram as shown in figure 1 [6]. The selection is
based on the quality of the watermarked image

When Wi(, 1) =0 formula (9) is adopted

.y | LFB( (5, )-01000.11000) if  LFB(f (i ))<01000 o
V= LEB(£ 6, j),11000) it otherwise
when Wi(i. 1) =1 formula (10) is adopted
(- v [LFB(f(i, 1)+10000,01000) if LFB(f (i )) <1100 w0
G D=1 Bt . j,01000) it otherwise

where (1) s an IWT coefficient in LL3 subband before embedding, C) is the
IWT coefficient after embedding. The two choices ‘11000’ and ‘01000’ are used to
represent the bits ‘1’ and ‘0’ respectively. On the authentication side, we will just
examine the fifth least significant bit of these choices [6].

Input image

convert to

gray

Resize

wavelet transform
(one level)

Generate
watermark

Embedding
system

inverses wavelet
transformation

watermarked
image creately

Figure 1. Watermark embedding process
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Peak Signal to Noise Ratio (PSNR) is used to measure the induced distortion caused
by the watermark [11]. PSNR in decibels (dB) is computed [12] using formula (11)

2
PSNR = 20l0g,, 255 11)

m;(x(i, N-yG )’

where 1<i<M and1<j<N

Our proposed scheme uses the parameterize integer wavelet transform (IWT) which is
the fast approach of Discrete Wavelet Transform. Based on the idea, Meerward et al
[4] proposed for the first time to use the parameterized wavelet transform. However,
their scheme is based on conventional DWT.

select coefficients
from HH,VV,DD

LFB { f(i,j)} = 01000

watermark

LFB { f(i,j)} = 11000 v
creately

www.creately.com » Online Diagram

Figure 2. Embedding System
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4.2. EXTRACTION
In the integrity verification phase, the watermarked image undergoes a procedure,

where the embedded watermarks (W4 and W) are extracted. The binary watermark W4

is extracted from the LL3 subband while the image digest W is extracted from the

HL2 and LH2 subbands. The extraction procedure of W4, which is used for
authentication, includes the following steps:

= Given an NxN watermarked image, after applying a 1-level IWT, the approximation
subband is two times decomposed and LL3 is selected as shown in Figure 2.

= Let w;:'(i, j) denote the extracted watermark bit and LFB(a) denote the fifth least

significant bit of a, then

- 1 LFB(f"(i,)=0
Wf“(i,j)Z{ (6.9 1

* e .

0 LFB(f (i,))=

= Now as the watermark has been processed, therefore, at the verification phase, we

again process it to obtain the ultimate watermark. W (a binary image) using
formulas (13):

WLG, ) =Wy (i, )@ Rand. (i, ]) L<i<M1<j<N) (13

where Rand is the pseudo-random number matrix and WA, is the extracted binary

signature.

= We express the difference mark as (14):
DG ) =Mt )W | @sisML<j<N) (19
If D(i, j) =1 then the pixel in the difference binary image is white and represents mark
extraction error. On the contrary, a black pixel represents accurate mark extraction.

4.3. TAMPER DETECTION

We express the difference between the original image and the extracted binary image
watermark as:

Difference = ’\M(i, i) —WA G, j)‘ (16)
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If the Difference is ‘1’ then it means that there exists a difference between the
corresponding pixels of original and extracted binary watermarks. As we will see in the
experimental results that ‘0’ i.e. black pixel in the difference image corresponds to
correctness while ‘1’ i.e. white pixel in the difference image corresponds to the error. Our
proposed approach accurately locates the tampered area and distinguishes between
malicious and incidental attacks. The details are given as follow:

Dense pixel: For a mark error pixel in the difference image, it is a dense pixel if at least
one of its eight neighbour pixels is a mark error pixel and a sparse pixel otherwise [3].
Thus, we have the following parameters.

Dense Area = {The total number of dense pixels of LL subband}
Sparse Area = {The total number of sparse pixels of LL subband}
Area= {The total number of pixels of LL subband}
Total Area = Dense Area + Sparse Area
& =Total area/Area
A = Dense Area/Sparse Area
= if £=0 Then the image does not tamper)
= if £>0 and A <y then tampering is incidental, where vy is set empirically between
0.5-1.0.

i A2 then tampering is malicious

Above parameters depict that if the difference image has sparse pixels i.e. A<y ; then the
image is incidentally attacked like compression and file format change etc. Otherwise, in a
case of dense pixels, the image is maliciously attacked i.e. tampered maliciously as shown
in figure 3.
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