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Abstract

Cryptocurrency is a quickly growing technology in the finance industry, with the first
cryptocurrency, Bitcoin, being created in 2009. Each cryptocurrency has its own unique hash
value, and cryptocurrency mining involves participating in a guessing competition to release a
unique hash into circulation, with the winner receiving a modest bonus in the form of bitcoin.
However, as more bitcoins are discovered, it becomes increasingly difficult to obtain more,
resulting in a need for extra computer resources and power. Consequently, the increasing
popularity of cryptocurrency has led to a rise in cryptojacking malware, which secretly uses
victims' computing resources to mine cryptocurrency. This malware can be either web-based
or host-based, with similar execution and goals but differing in implementation and injection.
Cryptojacking has affected numerous devices worldwide, but few studies have been carried out
to detect it, especially the host-based type. Furthermore, the current studies on cryptojacking
have limited datasets, which are often outdated or small, and the prediction models developed
from these datasets may not be accurate. To address this gap, we conducted a thorough analysis
of cryptojacking's behavior, lifecycle, impact, implementations, and possible detection methods.
Additionally, we created an up-to-date dataset consisting of 114,985 samples, with 57,948
categorized as benign and 57,037 as cryptojacking. The dataset was used to build a smart
cryptojacking detection system, with 5 different convolutional neural network models trained
and evaluated against a subset of the dataset. The best performing model achieved an accuracy
of 98.4%, an F1-Score of 98.3%, a precision of 98.4%, and a recall of 98.4%. Our proposed
method, which involves running Windows executables in an isolated environment and closely
monitoring their CPU usage, provides a thorough understanding of cryptojacking malware
behavior and enables detection of the malware. The comprehensive dataset collected facilitates
efficient detection model development. Additionally, evaluating the dataset with 5 different CNN
algorithms and assessing their performance using established evaluation metrics ensures the
effectiveness of our proposed method and dataset.

Keywords: Cryptocurrency; Cryptomining; Blockchain; Cryptojacking Malware; Host-based;
Machine Learning; Deep Learning; Convolutional Neural Network (CNN); Dataset.

Introduction an anonymous person or group named Sa-

Cryptocurrency has emerged as one of the toshi Nakamoto introduced Bitcoin, the

fastest-evolving technologies in finance.
Money has taken various forms throughout
history, such as goods, cowrie shells, met-
al, banknotes, and more. However, the true
revolution of money came in 2009 when

first-ever cryptocurrency . Bitcoin's pri-
mary aim is to eliminate the need for inter-
mediaries to control transactions. Instead,
it relies on a computer algorithm called the
blockchain !B, which operates based on
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trust in the algorithm rather than any indi-
vidual or institution.

Each cryptocurrency has a unique hash,
and cryptocurrency mining involves solv-
ing a complex mathematical problem to
guess the hash and release it into circula-
tion. The winner of the mining competition
receives a small amount of cryptocurrency
as an incentive, encouraging users to sup-
port the peer-to-peer network ['l. However,
as more bitcoins are discovered, obtaining
more becomes increasingly challenging,
requiring more computer resources and
electricity.

As mining becomes more difficult and re-
source-intensive, attackers have developed
an illegal mining technique called crypto-
jacking, which allows them to receive the
mining reward without using their resourc-
es. Cryptojacking malware is a new type
of malware that can be classified into web-
based and host-based cryptojacking !,
In web-based cryptojacking, the attacker
takes advantage of client-side web script-
ing technologies, such as JavaScript and
WebAssembly, to inject the cryptomining
code into a legitimate website to force
visitors' devices to mine cryptocurrency
for them. In host-based cryptojacking, the
attacker first needs to download the cryp-
tominer into the victim's device and then
run the miner to force the device to mine
cryptocurrency for them without the vic-
tim's knowledge.

Research Problem and Motivation

In recent times, cryptojacking has become
a widespread issue affecting numerous de-
vices worldwide ). This is due to the high

resource requirements of mining, which
can cause the victim's device to overheat
and experience performance issues. De-
spite this, there has been a limited amount
of research on detecting cryptojacking.
Most of the research conducted on cryp-
tojacking detection has focused on web-
based cryptojacking malware (6! [7] {81 DT [10]
(1 with little research conducted on host-
based cryptojacking malware in 2022 and
2023 so far. Additionally, some studies
have used outdated or insufficient datasets
to build prediction models, further high-
lighting the need for more comprehensive
research.

In this study, we aim to provide a thorough
analysis of cryptojacking malware, with a
specific focus on host-based cryptojacking
malware. Our study includes examining its
behavior, lifecycle, implementations, and
impact, as well as proposing potential de-
tection solutions. We also introduce an up-
to-date dataset of host-based cryptojacking
malware that can be utilized to train and
test machine learning and deep learning
models, evaluate intrusion detection sys-
tems, and develop new mitigation strate-
gies. Additionally, we can analyze this da-
taset to provide insights into the tactics and
techniques used by attackers, helping to
better defend against this growing threat.
Overall, our dataset represents a valuable
contribution to the cybersecurity field, and
we hope it will inspire further research and
innovation in the fight against this emerg-
ing malware.

Contributions and Paper Structure

As a result of the identified shortcomings
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and gaps in research, particularly with re-
gard to detecting host-based cryptojacking
malware, we have primarily made the fol-
lowing contributions:
Conducting a comprehensive study of
the behavior and implementation of
cryptojacking malware, as well as its
impact.
Analyzing and comparing various cur-
rent methods for identifying crypto-
jacking malware.
Introducing a large and up-to-date da-
taset of host-based cryptojacking mal-
ware.
Evaluating the effectiveness of our da-
taset by testing and examining a range
of deep learning algorithms.
Therefore, our contributions are significant
in advancing cybersecurity by intense-
ly studying and analyzing cryptojacking
malware, providing a new dataset of host-
based cryptojacking malware, conducting
a thorough dataset analysis, and evaluating
the performance of different CNN models
for detecting and classifying this type of
malware. The remainder of this work is
structured as follows. Section 2 provides a
brief overview and background of crypto-
currency, cryptomining, and cryptojacking
malware categories. Section 3 summariz-
es and discusses the state-of-the-art cryp-
tojacking malware detection techniques
and highlights their limitations. Section
4 describes the research methodology of
building the new dataset of host-based
cryptojacking malware in detail. It also ex-
plains the malware cryptojacking analysis,
sources of the samples, the data collection

process, the dataset’s composition, and the
dataset’s evaluation using different CNN
models. Finally, section 5 summarizes
the paper’s conclusions and discusses the
implications of the findings. Also, it high-
lights the study’s limitations and suggests
future research directions.

Background

This section provides background about
cryptocurrency, cryptomining, and crypto-
jacking malware. To fulfill our first research
objective, we conducted a comprehensive
analysis of both types of cryptojacking
malware, examining how they operate,
are created and distributed, and the conse-
quences they have on infected systems.

Cryptocurrency

Many people may ask: Why do people
use cryptocurrency? What makes it val-
uable and trusted? What is cryptojacking
and how is it used to make money? These
questions could be answered by first un-
derstanding the history of money and how
it has evolved up until today. By learning
about the origins and development of mon-
ey, we can gain a better understanding of
the potential benefits and risks of using
cryptocurrency, as well as the impact of
cryptojacking on the cryptocurrency eco-
system.

Money has always been an essential need
for humankind, dating back to the earliest
records of history. In the past, people relied
on direct bartering to exchange goods and
services 2, However, this system had sev-
eral drawbacks. For instance, goods were
not always divisible, making it challenging
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to make exchanges. For example, a person
wanting to buy a water bottle with a ful-
ly-grown cow would be out of luck. Addi-
tionally, determining the value of different
goods could be challenging. For example,
a farmer wanting to buy a diamond ring
might have to offer several cars to match
its price. To overcome these issues, our an-
cestors developed a more generic form of
money.

Initially, cowrie shells were used as a form
of currency ¥, and they were used exten-
sively and for an extended period, com-
pared to other forms of primitive money.
For many people, cowrie shells were con-
sidered ideal since they were durable, easy
to count and clean, and difficult to counter-
feit. However, as trade increased, the use
of cowrie shells became more prevalent,
leading to an oversupply and consequent
depreciation. Other less common forms of
primitive money included whale teeth and
Rai stones.

Subsequently, human society transitioned
from primitive money to coin money. Ini-
tially, coins were made from various met-
als, including copper, bronze, iron, alumi-
num, gold, and silver. Metals thus formed
the basis of the transition from primitive
money to coined money 'Y, Initially, metal
chunks were used as money, based on their
weight. Subsequently, they were stamped
to create coins, marking the first step in the
shift from weighted to counted money.
As civilization evolved, new machines
were invented for minting and printing,
leading to the emergence of paper money
(151 These two forms of currency have en-

dured over time and continue to be widely
used today. Nowadays, when most people
hear the term 'money,' they typically think
of banknotes and coins.

Initially, banknotes and coins were backed
by valuable objects, particularly gold.
However, due to the perceived constraints
of this system, bankers eliminated the gold
standard in 1971, as declared by former
U.S. president Richard Nixon '), This de-
cision marked the introduction of what is
now known as fiat currency. Unlike previ-
ous forms of money, fiat currency derives
its value solely from the trust placed in the
governing authorities !, without any direct
backing by precious metals or other tangi-
ble assets.

Money has continued to evolve with the
advent of digitalization. Nowadays, a sig-
nificant amount of money exists in digital
form, with bank account balances being
represented by digital numbers that are
monitored and controlled by banks. Instead
of relying solely on cash, many individu-
als now use credit cards for their purchas-
es. The combination of the shift towards
digital transactions and the concept of fiat
currency has laid the groundwork for the
development of cryptocurrency, which
represents a true evolution in the realm of
money.

In 2009, an individual or group operating
under the pseudonym Satoshi Nakamoto
introduced the world to Bitcoin, the first
cryptocurrency. Bitcoin operates on the
premise that it does not require trust in any
particular entity or institution, but rather
in the integrity of a computer algorithm
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known as the blockchain !, It is decentral-
ized and not managed by any government
or central bank; instead, it is overseen by
a vast network of computers around the
globe. The more people trust and use Bit-
coin or other cryptocurrencies, the more
valuable they become. This is demonstrat-
ed by Bitcoin's price, which surged from
$500 in 2015 to over $20,000 in 2022 U7,
Cryptomining

The process of obtaining a Bitcoin can
be accomplished by either purchasing or
mining it. Bitcoin is essentially a unique
hash. Mining Bitcoins entails attempting
to solve a complex mathematical problem
to predict a hash of a Bitcoin that has not
yet been released into circulation. This
procedure is analogous to gold mining
1) where miners must expand their ter-
ritory and use more resources to acquire
more gold. In cryptocurrency mining, also
known as cryptomining, the more Bitcoins
that are discovered, the more challenging
it becomes to obtain more of them. This
complexity is reflected in the need for ad-
ditional computer resources and electricity
(I, The mining function is a critical compo-
nent of cryptocurrency because there is no
authority to add new coins to circulation,
and this is the only method for doing so.

Cryptojacking Malware

Cryptojacking is the illegal mining of
cryptocurrency. As the mining process be-
comes very expensive, attackers invented
a new type of malware that is called cryp-
tojacking malware to force the victim’s de-
vice to mine cryptocurrency for them. The

malware can be found in two types, web-
based and host-based.

Web-based Cryptojacking Malware

The interactive technologies of web
browsers, including JavaScript and We-
bAssembly (Wasm), have frequently been
exploited for malicious purposes . In the
context of cryptojacking, a harmful min-
ing code is injected into a website to force
visitors' devices to mine cryptocurrency.
The trend of this attack began in 2017,
when a service provider named Coinhive
introduced a mining script that could be
directly inserted into a web page to mine a
particular cryptocurrency, Monero "%, The
company's objective was to provide web-
site owners with a way to generate revenue
as a substitute for using advertisements.
However, hackers misused the service by
illegally injecting the script into legitimate
websites to mine cryptocurrency. Figure 1
depicts the lifecycle of web-based crypto-
jacking malware.

The illustrated lifecycle begins with the
attacker signing up with a service provid-
er, who then provides a unique API key
to the attacker. This API key is used in a
script that the attacker injects into a pub-
lic website. Whenever a user visits the in-
fected website, the malicious code runs in
the background and mines cryptocurrency.
Since the code includes the attacker's API
key, the attacker will receive the revenue
generated by the mining operation.

Host-based Cryptojacking Malware

In contrast, host-based cryptojacking mal-
ware requires direct installation onto the
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victim's machine for cryptocurrency min-
ing such as xmrig, T-Rex, ccminer, etc. Pl
The attacker may disguise the malicious
mining code as seemingly harmless soft-
ware, which can be downloaded by the
user. Infected software is often located on
online data-sharing platforms like Torrents
and public clouds '*].

With attackers increasingly targeting more
powerful machines, animators and video
gamers have become primary targets [17),
Crackonosh, a miner malware, was found
in multiple popular games, as per a report
released by Avast 2. The attacker uses a
tool called InnoSetup ! to inject miner
software into a legitimate video game in-
staller, allowing them to combine the min-
er installation with legitimate software. In

essence, the miner and legitimate software
are installed and operated simultaneously
during installation. Figure 2 illustrates the
lifecycle of the host-based cryptojacking
malware.

The lifecycle of the host-based cryptojack-
ing malware begins with the attacker using
a tool like InnoSetup to merge legitimate
software, such as a game, with a miner. A
specific type of malware known as Crack-
anosh is an example of this. The attacker
then uploads the infected file to a publicly
available sharing platform. Once the vic-
tim downloads and installs the infected
files, they become infected with the cryp-
tojacking malware, and the attacker can
generate revenue through their API key,
which is included in the miner executable.

Mining Script
Attacker 5' Public Website
1.Register :
Service ( a > Inject
Provider
2.Get APl Key
4 Visit

6.Get Revenue

5.Mining

Victim

Fig. 1. Web-based cryptojacking malware lifecycle
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Internet

i

Crackonosh

2.Upload

InnoSetup
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game.exe P
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Fig. 2. Host-based cryptojacking malware lifecycle
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Literature Review

As we mentioned earlier, Cryptojacking
refers to the unauthorized mining of cryp-
tocurrency using malware known as Cryp-
tojacking Malware. It has significantly
impacted both individuals and organiza-
tions, leading to increased costs, slow or
non-functional devices, and higher elec-
tricity bills due to the computing power
required. However, it is important to high-
light that the effect of cryptojacking on the
cryptocurrency and blockchain industry
has not been thoroughly studied, providing
a chance to explore new research direc-
tions B!,

In this section, to accomplish our second
research objective, we aim to enhance the
understanding of current research direc-
tions by analyzing and comparing various
methods used to identify cryptojacking
malware. This malware is classified into
two categories: Web-based Cryptojacking
Malware and Host-based Cryptojacking
Malware . Below is a recent review study
of both types.

Web-based Cryptojacking Malware

In ¥, Faraz Naseem et al. presented MI-
NOS, a lightweight detector for web-based
cryptojacking malware that aims to detect
mining activities on websites utilizing the
WASM programming language. The detec-
tor utilizes deep learning and implements
a convolutional neural network (CNN)
model that has been trained on a dataset of
300 samples, half of which are malicious.
MINOS achieved an accuracy of 98.97%
while consuming only 4% and 6.5% of

CPU and RAM, respectively. It should be
noted that MINOS is only compatible with
the Google Chrome web browser.

In 7, Franco Tommasi et al. put forward
MinerAlert, a new technique that detects
web-based cryptomining in real-time using
a web browser extension. The approach
uses a Support Vector Machine (SVM)
model that classifies web pages based on
the analysis of hardware resources perfor-
mance like CPU and web page behavior.
The researchers gathered data from 604
websites, including 130 malicious ones.
By running the model on a combination
of several features, they achieved a max-
imum accuracy of 99.59%.

In B, Aldo Hernandez-Suarez et al. pre-
sented a new approach in which they used
a deep dense neural network (DDNN) to
classify websites based on their network
traffic and hardware performance. The da-
taset consisted of 8000 benign sites and
8156 cryptojacking websites, and 18 dif-
ferent features were used as input to the
model (such as total processor idle time,
disk reading/sec, disk writing/sec, number
of subprocesses, etc.). Their deep learning
model achieved a precision of 99.41%,
a recall of 99.10%, and an F1 score of
99.25%.

In P, HYUNJI HONG et al. introduced
CIRCUIT, a novel approach for detect-
ing cryptojacking websites by monitor-
ing the memory heap. This technique in-
volves generating heap graphs that depict
the behavior of the JavaScript code and
extracting reference flows to identify the
call flow of JavaScript objects and detect
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cryptojacking behavior. To aid in detec-
tion, CIRCUIT stores signatures for cryp-
tojacking websites. The authors noted that
CIRCUIT is particularly effective at de-
tecting obfuscated cryptojacking scripts.
Their approach successfully detected 1813
cryptojacking websites among the top
306K websites, which includes the Alexa
top 100K, Majestic top 200K, and Alexa
category top websites. However, CIR-
CUIT has limitations, such as difficulties
in handling abnormally obfuscated mining
scripts resulting in long reference flows,
which in turn requires significant editing
when comparing signatures. It may also
face issues when dealing with very short
reference flows.

In " Min-Hao Wu et al. have presented
a solution based on artificial neural net-
work (ANN) named MinerGuard. The
system aims to identify the existence of
web-based cryptojacking malware by rely-
ing heavily on monitoring the CPU usage
of the webpage. The authors used a data-
set of 850 websites, with 350 classified as
miners, and obtained an accuracy rate of
99%, including the detection of zero-day
attacks. However, it should be noted that
MinerGuard is only compatible with the
development version of Google Chrome
and relies on the chrome.processes API
In (') Khan Abbasi et al. have proposed
a hybrid approach to detect and prevent
web-based cryptojacking malware. The
approach aims to detect malware in both
WASM and non-WASM scripts and com-
prises three phases: 1) comparing suspi-
cious URLs to a blacklist, 2) analyzing

malware based on static signatures, and 3)
conducting dynamic analysis of malware.
The authors evaluated their proposed solu-
tion on a dataset of 1000 samples, 30 of
which were malicious, gathered from
Alexa and PublicWWW. The approach
achieved an accuracy of 99.6%.

Host-based Cryptojacking Malware

In 21, Hamid Darabian et al. conducted
a study on the effectiveness of machine
learning algorithms in detecting crypto-
jacking malware. The study utilized a da-
taset of 1500 Windows Portable Executa-
bles that were registered in VirusTotal in
2018. Both static and dynamic analyses
were performed on the malware samples.
For static analysis, the authors employed
Long Short-Term Memory (LSTM), Atten-
tion-based LSTM, and CNN algorithms.
These ML models were implemented into
the opcodes of the cryptojacking malware
samples, and a 95% accuracy rate was
achieved. In dynamic analysis, the mal-
ware samples were executed in a sandbox
environment, and system call sequences
were captured, resulting in a success rate
of 99%.

In 231 Dmitry Tanana proposed a detec-
tion technique that relies on the analysis
of CPU and RAM consumption to detect
the presence of cryptojacking, regardless
of whether it is web-based or host-based.
The technique employs a decision tree
algorithm that compares the CPU and
RAM consumption of an application to
a predefined threshold. The author tested
the technique on a dataset comprising 20
web-based cryptojacking and 5 host-based
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cryptojacking malware samples and vali-
dated it on 40 browser-based and 10 host-
based cryptojacking malware samples, all
of which were collected from VirusShare
in 2019. The technique achieved an 82%
success rate.

In 4, Ganapathy Mani et al. introduced
a novel framework named DeCrypto Pro,
which is designed to select the appropri-
ate machine learning algorithm, such as
Random Forest, k-Nearest Neighbor, or
LSTM, based on the computing resources
of the system being investigated. DeCryp-
to Pro utilizes performance counters, such
as CPU usage, to classify an application as
benign or malicious. The authors collect-
ed and monitored a dataset of performance
counters by running benign software, in-
cluding 7-Zip, SecureZip, PeaZip, Win-
RAR, WinZip, and Freemake, as well as
malicious software such as XMRig, XMR-
Stak, Coinhive, Computta, and GUIminer.
The proposed framework achieved an F1-
score of 89.99%, 97.62%, and 95.5% for
k-Nearest neighbor, Random Forest, and
LSTM classifiers, respectively.

In %1, Gilberto Gomes et al. presented the
Cryinglackpot intrusion detection system
(IDS), an unsupervised approach to detect-
ing cryptojacking. The proposed solution
utilizes system events and network flow
data of an application as features for clus-
tering, using K-means, Agglomerative,
DBSCAN, and ensemble machine learn-
ing algorithms. The system was evaluated
on a public dataset (CSECIC-IDS2018)
and achieved an F1-Score of 82%. Addi-
tionally, the authors evaluated the system

on a separate dataset they created and ob-
tained an F1-Score of 97%. CryingJackpot
is capable of detecting both types of cryp-
tojacking malware.

In November 2021, a systematic study of
128 research papers was conducted by Ege
Tekiner et al. B Two datasets were col-
lected for the purpose of analyzing cryp-
tojacking malware. The first dataset was
obtained from VirusTotal using academic
access and contained 20,200 cryptojacking
samples. The second dataset was obtained
from PublicWWW and contained 6,269
URLs. Among the key findings, only 7 out
of the 128 research papers examined host-
based cryptojacking malware, and Monero
was identified as the most targeted crypto-
currency.

According to the 2022 mid-year update
cyber threat report from SONICWALLPS),
although cryptocurrency prices had de-
creased, the volume of cryptojacking mal-
ware had still increased. However, our
research shows that there has been very
little focus on web-based cryptojacking
malware in 2022 and almost no contribu-
tions toward host-based malware. This is
likely due to limited access to host-based
malware samples, such as those from Vi-
rusTotal and VirusShare, in comparison to
publicly available website samples.
Attackers are increasingly targeting devic-
es with more processing power for faster
profit, making host-based cryptojacking
malware the new trend I°!. The European
Union Agency for Cybersecurity (ENISA)
cryptojacking report 1?7 states that host-
based cryptojacking botnets can generate
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$750K in a month, while web-based bot-
nets can only generate $30K.
The main objective of our study is to en-
hance the field of cryptojacking detection
by generating an extensive and up-to-date
dataset of over 100,000 samples and build-
ing multiple detection models to demon-

Table 1. Summary of Previous Studies

strate its efficiency. The effectiveness of
these models will be assessed using stand-
ard metrics such as accuracy, recall, pre-
cision, and F1 score to determine the best
model. Table 1 summarizes the previous

research in this area.

Work Year Dataset ML-Based Classifier Type Performance
Minos [6] 2021 Benign: 150 Yes CNN Web-based Accuracy=98.97%
Malicious: 150
MinerAlert [7] | 2022 Benign: 474 Yes SVM Web-based Accuracy=99.59%
Malicious: 130
[8] 2022 Benign: 8000 Yes DDNN Web-based Precision=99.41%
Malicious: 8156 Recall=99.10%
F1-score=99.25%
CIRCUIT [9] 2022 | 306K most popu- No Web-based 1813 cryptojacking
lar websites websites detected
MinerGuard 2022 Benign: 500 Yes ANN Web-based Accuracy=99%
[10] Malicious: 350
[11] 2023 Benign: 970 No - Web-based Accuracy=99.6%
Malicious: 30
[22] 2020 Malicious: 1500 Yes LSTM, Host-based | Static: Accuracy=95%
Attention-based Dynamic: Accura-
LSTM, CNN cy=99%
[23] 2020 Malicious: Yes DT Both Success rate=82%
Web-based: 60
Host-based: 15
DeCrypto Pro 2020 Benign: 6 Yes RF, KNN, Host-based F1-score:
[24] Malicious: 5 LSTM KNN=89.99%
RF=97.62%
LSTM=95.5%
CryingJackpot | 2020 Dataset1: Yes K-means, Both Dataset1:
[25] CSECIC-IDS2018 Agglomerative, F1-score=82%
Dataset2: Mali- DBSCAN, Dataset2:
cious: ensemble ML F1-score=97%
Web-based: 5
Host-based: 5
Ours 2023 Benign: 20,000 Yes 5 CNN models Host-based Accuracy=98.4%
(Proposed) Malicious: 20,000 Best performed: F1-score=98.3%
Color-based Precision=98.4%
Scratch model Recall=98.4%
[28]
Research Methodology jacking malware, including its behavior

We initiated this study by analyzing and when impacting a system. Subsequently,
we presented an up-to-date dataset of host-

explaining the characteristics of crypto-
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based cryptojacking malware comprising
114,985 sample files. We proved the ef-
fectiveness of this dataset by training and
evaluating 5 distinct CNN models using a
subset of 40K balanced samples consisting
of 20,000 benign and 20,000 cryptojack-
ing samples.

Cryptojacking Malware Analysis

As noted before, cryptojacking malware
does not cause direct harm like other kinds
of malware (e.g., ransomware). At first
glance, it may not seem as harmful; how-
ever, it causes severe consequences the
longer it resides in the infected system. It
greedily drains the infected system’s re-
sources, resulting in system deficiencies
and high electricity consumption.

To enrich our first objective and gain a bet-
ter understanding of the behavior of the
malware, we executed multiple Windows
executables in an isolated environment
and closely monitored their CPU usage.
The graphical representation in Figure 3
illustrates the typical CPU usage of the
machine (7%), while Figure 4 depicts the
CPU consumption when the cryptojacking

malware was running (100%).
CPU

% Utilization

Intel(R) Core(TM) i7-3612QM CPU @ 2.10GHz

Utilization

7% 2.10 GHz

P

99

Thread Handle -
1152 32336 L1 cche NA
0:00:07:44

Fig. 3. Normal Performance

CPU

5 Utilization

Intel(R) Core(TM) i7-3612QM CPU @ 2.10GHz

Utilization  Speed
100% 2.10 GHz
Processes  Thread

105 1191

Handles

33207 Gahe

0:0010:29
Fig. 4. Performance with
Cryptojacking Malware Running
It is not surprising that the CPU usage in-
creases significantly when running crypto-
jacking malware, as its primary function is
to compute unique hashes for cryptocur-
rency mining using cryptography librar-
ies and APIs. As a result, the performance
of the system is affected due to the re-

source-intensive nature of these activities.

Dataset Collection

In this work, we aim to address the cur-
rent gap in the literature regarding host-
based cryptojacking malware detection 1,
To achieve our third research objective,
we gathered a comprehensive dataset of
114,985 samples to facilitate the develop-
ment of efficient detection models. The da-
taset was generated recently and collected
in January 2023 using a premium VirusTo-
tal *) account. It includes executable files
in a variety of formats, such as exe, pe, elf,
apk, among others.

We used VirusTotal to search for both be-
nign and cryptojacking samples and stored
their hashes in two separate text files. The
initial output was 57,037 hash values for
executable files of cryptojacking malware

Smart Analysis and Detection System for New Host-Based Cryptojacking Malware Dataset



Journal of Engineering and Applied Sciences, Vol. 10, Issue (1) November 2023

samples and 57,948 hash values for exe-
cutable files of benign software samples.
To further process the data, we divided
each text file into several chunks of 5000
hash values. We then utilized VirusTotal
to download the actual executable files for
each chunk file. After this, we carefully
cleaned the dataset by removing any files
that were irrelevant or damaged. The re-
sulting dataset contains a total of 114,985
samples, which is our final output.

Cryptojacking CNN-based Detection
Analysis: A Case Study

Our final objective of evaluating the ef-
fectiveness of our dataset was achieved
through testing it with 5 different CNN al-
gorithms: Scratch 28, VGG16, ResNet50,
VGG19, and DenseNetl21.

To conduct our testing, we employed a bal-
anced dataset of 40,000 samples. The exe-
cutable files were converted to color imag-
es, and subsequently to grayscale images.
We trained each algorithm twice - once
with color images and once with grayscale
images. We assessed the performance of
each trained model using the evaluation
metrics described in B B:

A TN + TP ®
ccuracy =
Y=FP+TP+FN+TN

TP
. = 2
Precision TP+ FP (2)
Recall = TP

" TP+FN 3

2 * Precision * Recall

F1 Score = —

Precision + Recall 4
2%TP (4)

T 2«TP+FP+FN

1750

1500

Cryptojacking

1250

1000

- 750

-500

Benign

-250

Cryptojacking
Fig. 5. Scratch Model Confusion Matrix
where TP is true positive score, FP is false
positive score, TN is true negative score,
and FN is false negative score [**/ 33,

Benign

After conducting a comprehensive analy-
sis and evaluation of all CNN models, the
Scratch model **! demonstrated the best
performance in detecting cryptojacking
malware when color images were used. It
resulted in an accuracy of 98.4%, an FI1-
score of 98.3%, a precision of 98.4%, and
a recall of 98.4%. Figure 5 shows the con-
fusion matrix, and Figure 6 shows the loss
and accuracy curve of the Scratch model's
performance.

On the other hand, ResNet50 showed the
best performance in detecting cryptojack-
ing malware when grayscale images were
used. It achieved an accuracy of 97.8%, an
F1-score of 97.8%, a precision of 97.8%,
and a recall of 97.8%. Figure 7 displays
the confusion matrix, and Figure 8 dis-
plays the loss and accuracy curve of the
ResNet50 model's performance.

All the tested models exhibited promis-
ing performance in terms of all the exam-
ined assessment detection parameters. The
evaluation results for each model using

Smart Analysis and Detection System for New Host-Based Cryptojacking Malware Dataset



Journal of Engineering and Applied Sciences, Vol. 10, Issue (1) November 2023

both color and grayscale images are pre-
sented in Table 2.

1.0
o 1750
- 5 1500
% 3
3 0.6 —— train-acc 3 1250
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§ —— train-loss 1000
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Fig.6. Scratch Model Loss and Accuracy Curve Fig. 7. ResNet50 Model Confusion Matrix
1.0 — -
0.8
w
o6 —— train-acc
= —— val-acc
o .
o —— train-loss
§°-4 —— val-loss
w
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0.0 ———————
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Fig. 8. ResNet50 Model Loss and Accuracy Curve
Table 2. Results of Evaluation Analysis
Model Format Accuracy (%) F1 Score (%) Precision (%) Recall (%)
Scratch color 98.4 98.3 98.4 98.4
gray 97.7 97.7 97.8 97.8
VGGI16 color 98.1 98.1 98.1 98.1
gray 97.7 97.7 97.8 97.8
ResNet50 color 98.1 98.1 98.1 98.1
gray 97.8 97.8 97.8 97.8
VGGI19 color 97.8 97.8 97.8 97.8
gray 97.2 97.2 97.2 97.2
DenseNet21 color 97.2 97.1 97.3 97.2
gray 96.7 96.7 96.8 96.7
Conclusion and Future Work individuals and organizations. This ma-

To sum up, the use of cryptojacking mal- licious software can covertly seize a vic-

ware poses a substantial danger to both tim's computer resources to mine Cryp-
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tocurrency without their awareness or
consent. Despite being a relatively recent
phenomenon, cryptojacking malware has
already inflicted significant harm on nu-
merous victims.

Our study is very important as it provides
valuable insights into how cryptojacking
malware works, is injected, implement-
ed, and executed. This will serve further
research into understating cryptojacking
malware to help in creating better detec-
tion and prevention strategies. Additional-
ly, we surveyed the current studies in the
cryptojacking malware, thus helping in
introducing current gaps and limitations
to encourage more efficient solutions. Fur-
thermore, we introduced a large up-to-date
dataset of 114,985 samples for host-based
cryptojacking malware. We demonstrat-
ed the efficacy of our dataset by training
5 convolutional neural network models
against a subset of it, using both color and
grayscale images. The Scratch model using
color images performed the best, with an
accuracy of 98.4%, an F1-Score of 98.3%,
a precision of 98.4%, and a recall of 98.4%
This research emphasizes the need for
ongoing investigation into cryptojacking
malware and the implementation of ro-
bust cybersecurity measures to safeguard
against this growing threat. As a result, it is
crucial for both individuals and organiza-
tions to remain vigilant and take appropri-
ate measures to protect their systems and
data against cryptojacking attacks.
While our study has yielded valuable in-
sights into the features and actions of cryp-
tojacking malware, it is important to ac-

knowledge its limitations. These include:

. The dataset has been obtained from a
single source, and the cryptojacking
samples included in the dataset were
restricted to those identified by antivi-
rus software in VirusTotal.

. Our models were trained on a portion
of the dataset, rather than the complete
dataset.

. Restricting model training to only 5
models

. The malware was not statically analyz-
ed

. Furthermore, there are numerous op-
portunities for further research that can
broaden and enhance the findings of
this study. The following are potential
areas for future investigation:

. Increase the number of ML and DL
models trained on the complete dataset

. Collect host-based cryptojacking mal-
ware datasets from multiple sources

. Conduct research to comprehensively
analyze the impact of cryptojacking
malware on the cryptocurrency industry

. Explore and analyze the different tar-
gets of cryptojacking malware.

. Examine and analyze the existing tech-
niques used by organizations to detect
and prevent cryptojacking malware

. Examine and analyze the existing tech-
niques used by organizations to hinder
the impact of the cryptojacking malware
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