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1. Introduction

layer the control plane deals with various rout-
ing protocols and maintains forwarding states 
[2]. So the control plan has become very com-

-
es are closed and proprietary and it has been a 
barrier to innovation. 

implemented with complicated software and 
ASIC, it was unstable and increased complex-
ity in management. The platform is closed 

-
ify, hard to add new functionalities, so soft-

existence with separate control plane from the 
-

-
ty, reliability, and security [ 3]. 

-

-

view and controllers implement northbound 

[6]. 

However, it introduces a single point of 
failure and scalability issues. Researchers pro-

to address the challenges with a single point 
of failure [18]. 

The Control plane remains the main com-
-

control plane still suffers from several threats 

-

Abstract
-
-

icant attention from industry and researchers, and it has been deploying in different scenarios and environments. 

are introduced. The control plane still suffers from the number of threats such as a distributed denial of service 
-
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-
-
-

-
al-purpose computing platform. If the control-
ler or application is compromised the whole 

[ 7-9] suggested countermeasures [ 10-12] 
with different aims. Also, researchers have in-

using the machine learning approach [13-14].

theme of this paper and proposing an agent-

-
-

alies.

This paper is organized as follows. Sec-
tion 1 includes the introduction, purpose, and 

-

of vulnerabilities, testing method, analysis of 
computed results, and countermeasures for 

results discussed in the conclusion. 

2. Related Work

-
-

and countermeasure.

In [1]
-

curity and privacy, operating systems secu-
rity including distributed control plane and 

[5] proposed a dis-

address scalability and reliability. Relation-

[ 6]. 
In [15] authors proposed a hybrid hierarchi-
cal control plane to improve the scalability of 

rerouting algorithm. In [16] authors proposed 
multiple-controller architecture based on a 
distributed rule store. In the distributed rule, 

and distributed it to multiple controllers to re-
solves the security and performance issues.

discussed in [ 17] -

to resolve the issues authors in [18] proposed 
multiple controller architectures. In [19] au-

-
curity, reliability, scalability, availability, re-
siliency, and performance. Reference [20] pro-

-
liability, control path reliability algorithms 
also enhance the system performance. In [21] 

-

countermeasures, and research trends.

 In [22], [23] authors proposed Integrated 

-

reliability, performance, and scalability prob-
lems. In [24] authors proposed a cross-domain 

provision of various applications and services 
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[25] authors pro-
posed and implemented a machine learning 

with very well more than ninety percent de-
tection accuracy with a low false-positive rate.

information disclosure, denial of service, as 
-

policy management are discussed in [26]. Secu-
rity development lifecycle to address threats, 

[ 27]. 
In [28] authors discussed challenges due to at-

architecture approach. Reference [29] proposed 
a programmable data plane to address the con-

[30] -
ta-Plane extensions to secure the switches and 

-
cussed in [31]

-
[32] -

-
-

frastructure are discussed in [33-35]

and protection mechanism in large scale Net-
[33]

-
[34]

are discussed in [35]

in [36]. In [3] authors discuss the advantage of 
-

-

in [7-11], [14], [37-46]. In [37] authors discussed 

In [10] authors discussed possible solutions 
[ 38], 

[39] discussed how ML help in malware detec-
tion and suggested some countermeasures. In 
[40] authors discussed and implemented Mal-
ware hybrid detection using the static and 
dynamic approach. In [14] authors proposed 
a method using a machine learning approach 

[41] authors 
proposed ML behavior-based malware de-
tection model. Reference [42], [43] proposed 
a linear, central and mesh-based approach to 

[9] authors proposed 
-

[ 44] authors 
proposed a secure autonomous response net-

In [8] -

[11] -
-

grade the performance of the controller. 

In [ 45] authors proposed a secure frame-
-
-

es. In [46]
-

proaches based on machine learning and deep 
learning approach. Reference [7] discussed 

resources and in minimum time. In [47], [48] au-
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thors discussed security threats including mas-

3.SDN & Security Issues 

1. It separates control and data planes to op-

high speed and intelligence of using the net-
-

-
sists of a controller with Northbound and East/

-
plications to communicate with the control 
layer. East/westbound interfaces also allow 
multiple controllers to interact in distributed 

[6], [49-50].

manage the forwarding devices based on a 
-

trol plane manages the data plane elements by 
translating the application layer policies to the 
underlying data plane devices and provide the 

management plane. The basic design of the 
control plane is using one controller to man-

The control plane implements these rules 
through the southbound.  The southbound in-
terface allows the control plane to communi-

communication between the data plane and the 
controller through a secure channel that is usu-

-
gle point of failure and scalability issues. Fig. 

-
ta-control and control-application interfaces, 

application layers.
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 Table 1. Summary of the Literature Review
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the TLS/SSL communication channel be-

and applications can be used to compromise 

from data devices, malicious switches, vul-
nerabilities of administration station. Even 

-

-
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3.1 SDN Operation

it doesn’t have its controlled plane anymore, 
-

-
larly on data centers. 

Modern data centers deal with a lot of 

travels within the data center has become 
dominant [51], [52] as shown in Fig. 3. The data 
centers have recently started employing this 
leaf-spine design that reduces the latency and 

there remain other challenges to be solved. 
So that data center should be able to deal with 

maintain the data centers. So this software de-

-
tention as it can solve the challenges.

-

also possible to reduce the capital expenditure 
by building and scaling the data center with 
commodities servers and switches and also it 
is possible to readjust the operational costs by 
centralizing and automating a lot of manage-

The control plane is also scalable because 
it is always possible to spawn more virtual ma-
chines to host more controller nodes if needed. 

automated management, highly available and 
-

4. Proposed Frame Work: SDN Security 
Evaluation 

shown below in Fig. 4, is to automatically 
-

ements across the diverse environment and 

agent manager, application agent, agent chan-
nel and agent host. Agent Manager control all 
the additional component, and it runs on man-
aged code i.e. router, controller and forward 

channel and agent host. The application agent 
is an autonomous agent or intelligent agent 

agent channel is responsible for online chan-
nel management, distribution channels effec-
tively among the components. Agent hosts are 
managed code runs into the data plane.

5. Performance Evaluation
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-

evaluate the performance of our system under 

plane compromises at build-time

-
promises at run-time

5.1. Simulation Set up

Steps:

-
ployed in a control plane 

-

-
-

-
troller is based on open daylight. 

-
-

ment various interfaces for management pur-

-

daylight community have relieved the secu-
rity guideline and possible mitigation would 
be changing default credentials and properly 

infection at build time and at run time, Also 

The possible defense is, to download the proj-
ect source from a trusted source code reposi-
tory.
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environment, the malicious library could have 
been pulled from untrusted repositories and 

-
-

control plane compromises at run-time) is ma-

-
plications using CLI, GUI or rest API. So to 

applications social engineering texts can be 
used and once this malicious application is 
installed. The application can manipulate the 
behavior of the control plane and the entire 

tenants. The malicious tenants may generate 
-

trol plane and also they may send out crafted 

maintained by the controller. 

The attack scenarios 

the victim has built on us in an insecure en-
vironment and we use a maven repository to 
inject the malicious library into the deploy-

deployed the malicious code will be executed 

hosted control or host machine and then will try 

-

-
tions including the credentials to access CSI 
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and GUI and also rest API. And also it is pos-

cluster. So once the cluster restarts, it has four 
nodes on this cluster including one unautho-

the control plane and manipulate the entire 

-
eration shown as in Fig. 5.

-

be host 1(H1). The sudden drop in the graph 
shows mitigation is applied

The second scenario demonstrates the 

controller Cluster. The application stealthi-

form here. 

So as a proof of concept we use a simple 
test that consists of 1 switch device and 2 Net-

console and on the right, we have one of the 

And manager assistant application and the 
other bundles running inside a controller. So 
when the switches are connected to the con-

1- No System Integrity Protection-There 
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-
lem is that there is no system where protection 

-
braries can be injected in the build process and 

be manipulated before a building. But current-
ly, since there is no mechanism to detect a loss 
of time integrity to the operator might directly 
deploy a compromise testing controller to the 

-
itive The second scenario demonstrates the 

controller Cluster. The application stealthi-

form here. 

So as a proof of concept we use a simple 
test that consists of 1 switch device and 2 Net-

console and on the right, we have one of the 

And manager assistant application and the 
other bundles running inside a controller. So 
when the switches are connected to the con-

1- No System Integrity Protection-There 

-
lem is that there is no system where protection 

-
braries can be injected in the build process and 

be manipulated before a building. But current-
ly, since there is no mechanism to detect a loss 

of time integrity to the operator might directly 
deploy a compromise testing controller to the 

-

could be possible solutions to this problem.

nodes- This is a serious threat because the ar-

over the control of the entire control plane 

based authentication could be one of the possi-
ble defenses of this threat.

3- No application access control- These 
applications are granted very powerful author-
ity even though they are just applications run-
ning on an operating system. So application 
including even malicious one can access the 
core of the controller and freely manipulate 

control mechanism could be useful.

-

devices implement both hardware-based and 

matching strategies may vary, depending on 

could be detected and arbitrating global con-

6. Conclusion

 The paper aims to design and evaluate the 

-

countermeasure. Simulation and performance 
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-

due to vulnerabilities in the proposed virtual 

application access control and switch device 
-

additional resilient recovery mechanisms.
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